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Michael Chertoff, Chairman of the Chertoff Group and Former Secretary 
of the U.S. Department of Homeland Security, informed attendees of the 
cyber-threats we face as a society, and how the public and private sectors 
can work together to combat them. 

Key Points:
We are in a very dynamic environment.  
The adversary is consistently growing and adapting to the cyber-
environment. It is gratifying to see that the Department of Justice is 
adapting and becoming more effective as well. Since the cybercrime project 
started in 2003, the amount of progress that has been made is staggering. 

Cybercrime is more than just crime against commerce.  
This encompasses not only cyber-fraud (which is damaging to companies 
and institutions), but also the massive theft of intellectual property. 
Estimates have been that multiple Library of Congress amounts of data 
have been stolen, including some crucial intellectual property held by 
some of the most innovative and successful companies. 

There is also the increasing threat of cyberterrorism.  
We have seen increases in activity by those who wish to disrupt or destroy 
our financial and government networks in order to damage our economy 
or our nation for political reasons. 

The major concern is not just financial loss.  
The real concern is over the loss of confidence the public will have in the 
government and private companies to protect their personal and financial 
information. A loss of confidence can create just as much economic and 
political difficulty as the fraud itself. 

How do we address these problems?  
The industry must realize there is no “silver bullet” solution to this problem. 
Looking at cybercrime as a single problem will likely lead to an over-
investment in a particular solution that can never be comprehensive, and 
will likely raise false expectations. There needs to be a balance between a 
successful and cost-effective approach. 

Keynote Address 

by Tim Lundin 
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High-level threats are only part of the problem. While there are some 
very difficult challenges posed by elite threats, this does not represent 
the bulk of the problem. Most cybercrime can be dealt with by looking 
at less sophisticated strategies. We should not wait until we solve the 
hardest problems before we tackle the less-difficult problems. Multiple 
approaches are needed to deal with each of the threats in a way that is 
most appropriate. 

There are three areas of vulnerability: 

»» �One is the network itself. Infiltration of our protected networks 
represents the most difficult set of technical problems faced. 

»» �The supply chain is another aspect that is less often discussed. 
Hardware and software sometimes contain malware and  
potential viruses. 

»» �The “insider” threat. While this may be the simplest to deal with 
intellectually, it is the hardest to implement a solution for because  
it relies on building a culture of security. 

Areas where work can be done in the private and public sectors: 

»» �The industry should look at the Internet as a variety of different 
networks, each with different levels of security. 

»» �We should also look at the architecture of security itself.  
For example, the idea of password-enabled access is inherently 
fragile. The more entities that have access to the password, the less 
secure it becomes. 

»» �Progress needs to be made in the area of authentication. 

»» �In order to protect the network, one needs to live on the network.  
It is not just about what information or entities are coming in, it is 
also about what is coming out. Algorithms need to be developed 
that, in a timely manner, detect access frequency or information 
flow as well as any other network oddities. 
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What is the role of government?  
One view is that the government should police the Internet and oversee 
as many aspects of it as possible in order to prevent, detect and stop 
cybercrime. This is unrealistic however, as housing this responsibility 
completely with the private sector means losing some of the unique 
resources and benefits that the government brings. 

There are also deficiencies in a purely market approach. Some in the 
marketplace will find it does not make sense for them to spend more for 
state-of-the-art cybercrime protection than the assets they are protecting 
are worth. However, in an interconnected world of cyber-commerce, the 
chain is only as strong as its weakest link. 

The best answer is some form of partnership between government and 
the private sector. The government can assist not only in investigation 
and prosecution of criminals, but can also provide assistance, especially 
in international fraud cases, based on its unique  intelligence and 
diplomatic capabilities. There is also a lot the private sector can teach the 
government, especially in the fields of data mining and analysis. 
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Our country’s businesses have much at stake in 
maintaining the security of their online transactions. 
How can they make sure their data are protected and 
their customers feel secure? This panel explored the 
growth opportunities for the eCommerce channel while 
also discussing specific risk mitigation strategies such 
as encryption, tokenization and dynamic authentication. 

Participants: 

»» �Tom Donlea, Executive Director,  
Merchant Risk Council (Moderator) 

»» Greg Wolfond, Chairman and CEO, SecureKey 

»» David Glaser, Vice President, CyberSource 

»» �Pete Pouridis, Vice President of Loss Prevention  
for The Neiman Marcus Group 

»» �James S. Green, Vice President, Global Head of  
Strategic Partner Organization CISCO 

Key Points: 
Cybersecurity is taking a larger role in the exchange 
of payments and managing fraud.  
Now more than ever, the cooperation of government 
and private industry must be relied upon, as well as 
international governments and law enforcement to 
safeguard our eCommerce transactions. 

While we can control a great number of factors 
associated with cybersecurity, one of the areas we 
cannot is that of consumer behavior and confidence.  
If eCommerce is perceived to be insecure, it will 
drastically affect the industry. Unfortunately, we 
cannot control consumer behavior, and as they 
continue to fall victim to various criminal activity,  
the industry can be poorly perceived. 

Dynamic data is the future for payments online.  
The old system of username and password methodology 
is no longer good enough. Static data is no longer 
effective in securing customer data. The shelf life on  
a static password will not last much longer. 

Panel: eCommerce: Increasing Throughput and Managing Fraud Challenges

by Tim Lundin 
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With dynamic data, one will be able to increase 
merchant conversion rates. From a consumer 
standpoint, a consumer will be able to conduct a 
transaction without having to fill out information on a 
merchant’s website, thereby improving efficiency and 
making it easier for customers to make purchases. 

Dynamic data also means dramatic reduction in 
online fraud. While it is easy to get static data, 
criminals will need to physically have the card itself in 
order to conduct any transactions. 

Dynamic data also reduces the reject rate on 
legitimate purchases. Static data allows for too many 
legitimate purchases to be subject to unnecessary 
rejections due to a number of factors. Dynamic data 
eliminates those barriers and allows for a reduction in 
illegitimate transaction rejections. 

From a merchant standpoint, fraud remains low.  
Less than 1 percent of all transactions are fraudulent. 
However, as the sheer volume of purchases made 
through eCommerce grows, the amount of money lost 
each year continues to climb even as merchants do a 
good job with preventive measures. The challenge for 
merchants is to find better ways to streamline and to 
make better decisions faster. The way to do that is  
to access more intelligence. 

How do merchants secure the payment data in their 
possession? It is always better to store less payment 
data. The best approach to cybersecurity for merchants 
is not looking for ways to lock that data down in their 
network environment, but rather to remove that data 
altogether. One of the ways this can be accomplished is 
by moving the data to remote-secure storage. Another 
is at the point-of-acceptance, where technology can 
be developed for customers to conduct their payment 
transactions directly with the payment network. Finally, 
merchants can leverage “smart tokens” for back-office 
scenarios which look and feel like account numbers, but 
could, in theory, only contain the last four numbers of 
the actual card account. 
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Participants: 

»» �David Evans, author and founder of  
Market Platform Dynamics (Moderator) 

»» �John Berlau, Director of the Center for  
Investors and Entrepreneurs, CEI 

»» �Gray Taylor, Executive Director of  
NACS Security Standards Board 

»» �Aaron McPherson, Practice Director,  
IDC Financial Insights 

»» �Milan Dalal, Legislative Director for  
Rep. Gregory Meeks 

»» �Nessa Feddis, Vice President, Regulatory 
Compliance, American Bankers Association 

by Tim Lundin 

Key Points: 
There is a lot of uncertainty about what is going  
to happen with the Durbin Amendment.  
The House of Representatives has signaled that it is in 
favor of delaying the implementation of the amendment 
to the Wall Street Reform and Consumer Protection Act, 
which calls for price caps on debit interchange fees,  
until more studies can be done to assess impact 
on consumers and businesses. The Senate is close 
to getting a filibuster-proof 60 votes to delay 
implementation of the amendment. 

Meanwhile the Federal Reserve has missed its  
April 21 deadline to announce the proposed rule. 
It is quite unusual for the Fed to miss a congressional 
deadline and a new deadline of July 21 has been set.  
It remains to be seen if this gives the industry the time  
necessary to make all of the changes and whether the 
Fed will give the industry more time for implementation. 

Panel: The Durbin Effect 



2011 Global Security Summit Summary 15

While the Durbin Amendment claims to provide 
incentives for card issuers to invest resources in 
more fraud prevention, there are already plenty of 
incentives in place. One of the main incentives is 
liability. The Federal Reserve estimates that card issuers 
refund roughly 57 percent of all purchases identified as 
fraudulent to merchants. They also have an incentive 
because they have to manage the cardholder relationship. 

The Fed has a proposal to prescribe technologies for 
fraud prevention for the debit industry. Consensus is 
that regulation is a “lousy” idea. Regulations being set 
by those who are not direct stakeholders in payment 
systems will ultimately be inefficient. 

Under Durbin, the presumption is not that the Fed is 
going to fix technology, but that the Fed is going to 
entertain any technology brought to the table and 
adjudicate how it will be allocated.  
However, the Durbin Amendment is not an insurance 
policy. It says we will allow merchants to reimburse 
bankers for fraud mitigation technology. If bankers 
do not produce adequate security, they are liable. 
The major problem for merchants is that they spend 
approximately $9,600 on average to become PCI 
compliant, but annual losses to fraud only average 
about $900 per vendor. 

While regulation through the Durbin Amendment 
may not have been the best course of action, the 
industry must make the most of the situation.  
This may mean that the U.S. may finally catch up 
with the rest of the world in combating fraud by using 
technologies such as EMV chip. Most issuers would like 
to see chip used in the U.S., and this regulation may be 
the push that is needed to start implementation. 

The Fed is most concerned with the issue of 
authentication. For a bank, the biggest risk for fraud 
comes from online personality takeover. No matter 
what the platform turns out to be (EMV chip, NFC, 
etc.) the bottom line is that banks, card networks, 
consumers and merchants all need a good, uniform 
standard of authentication. 

Counterpoint: The Fed should not be involved in 
dictating a specific methodology. By the time the 
Fed puts the methodology through the entire approval 
process (the comment period, drafting the final rules, 
passing it through committee, etc.), the solution may 
be obsolete. The Fed should instead give guidelines 
and allow those who are directly affected by fraud or 
dealing with it daily to develop real-time solutions  
to combat fraud. 
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The importance of online security was underlined by President Obama  
in his creation of the Office of Cybersecurity. In his keynote speech, 
Hon. Howard A. Schmidt, CISSP, CSSLP, Special Assistant to the 
President and Cybersecurity Coordinator, explained to attendees the 
role that this new office, and also the government at large, play in 
defending our nation against cybercrime.

Key Points:
The formation of the Office of Cybersecurity demonstrates that the 
threat of cybercrime has the ability to drastically impact our nation’s 
security and commerce. The office is comprised of experts from across 
the government including the FTC, Homeland Security, the Department  
of Justice and the Defense Department. 

The National Strategy for Trusted Identities in Cyberspace (NSTIC)  
is a private sector-led effort, which is the key to its success.  
A White House initiative to work collaboratively with the private sector, 
advocacy groups, public sector agencies and other organizations, the 
NSTIC works to improve the privacy, security and convenience of sensitive 
online transactions. While it is housed at the Department of Commerce,  
it is far from a government-led effort. 

In today’s environment, and until businesses move to IT systems that 
are better at self-healing, self-repairing and self-configuring, they will 
continue to be at risk. Usernames and password security will continue 
to diminish as cybercriminals continue to get better at infiltrating and 
recovering data. 

As the industry has gotten better at protecting its networks, the 
cybercriminals have moved on to an easier target: The end-user.  
From a cybersecurity perspective it is essential that the industry better 
educate consumers to the threats that are present and what they can do to 
help prevent them. Customers should never be placed in a position where they 
have to question the authenticity of an email sent by one of our organizations. 

by Tim Lundin 

Keynote Address 
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What environment do we want to see? One in which customers can go 
to an online or brick-and-mortar store where they can create their own 
cyber-identity that is unique to them and can be used as an authenticator 
for all transactions. This way, one single data point (e.g., a credit card 
number) will not be enough to complete a transaction. 

The industry must invest in creating new ecosystems. This will be 
difficult and must be a development of new technologies and new 
business websites. However, we believe the benefits that are derived from 
creating such ecosystems far outweigh any learning process and resource 
investment that must occur. 
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The EMV chip is used around the world as a payment 
fraud deterrent. This panel discussed how the U.S. can 
leverage this technology to better protect the assets of 
merchants and customers alike.

Participants: 

»» �Eduardo Perez, Head of Global Payment System  
Risk, Visa Inc. (Moderator) 

»» �Stephen K. Fedor, Senior Director,  
Loss Prevention & Investigations, CIBC 

»» �Richard Oliver, Senior Vice President,  
Federal Reserve Bank 

»» �Bob Shiflet, Global Fraud Prevention Executive,  
Bank of America 

»» �Randy Vanderhoof, Executive Director,  
Smart Card Alliance 

»» �Mauricio Icaza, Director of Operations,  
Banco Bradesco 

Panel: EMV Chip: A Path Toward Dynamic Authentication?

»» Marc Black, Director, Guest Data Security, Target 

»» �Mike Cook, Vice President and  
Assistant Treasurer, Wal-Mart 

Key Points: 
The issue of whether to adopt EMV chip technology 
has been a hotly debated issue in the U.S.  
The question the U.S. faces is whether to adopt the 
EMV chip or simply leapfrog that technology to mobile 
payments. Visa has put its focus into adopting the 
EMV chip for its cards, and has done so in over 100 
countries around the world. While this has proven to 
reduce counterfeit fraud, Visa has noticed an uptick 
in card-not-present fraud cases where static data is 
still used. So while the chip has proven to be effective 
in reducing counterfeit fraud, it is not a “silver bullet” 
solution in the area of data security. 

by Tim Lundin 



2011 Global Security Summit Summary 19

Concerns were raised about chip technology in 
the area of public policy and societal payment risk 
issues. The U.S. trails the world in the employment 
of chip technology. We are becoming a “global village 
of payments” and if the U.S. does not stay current 
to the rest of the world, we will be facing a more 
difficult economic landscape. In addition, because 
of the technology gap, there is a major concern that 
U.S. consumers and banks will continue to be a larger 
target for fraud. If this were to occur, there is a concern 
that this will force the U.S. government to intervene 
with additional regulations that may hinder private 
sector innovation. 

Should the Federal Reserve step in to mandate 
chip technology? Technology investments such as 
a migration to chip would be better led by industry 
rather than government. However, when there is a void, 
somebody steps in to fill it. Absent industry leadership, 
if the Federal Reserve were to get involved, hopefully 
the process would be open and inclusive of various 
points of view.

A collaborative solution or “end-to-end” solution will 
always be better than “point-in-network” solutions. 
If several points within a network (e.g., issuers, 
merchants, etc.) are searching for and implementing 
different solutions, it will be inefficient and ultimately  
a poor system for preventing fraud. The industry has 
also tried for many years to push forward with the  

“chip business case” approach and this approach simply 
won’t work. It will take a combination of technological 
advances and merchant education to develop a unified 
approach to preventing fraud. Finally, it is well known 
that “mag stripe” technology will be replaced. The 
question is: How will we be able to do it quickly and 
efficiently while minimizing the burden on consumers? 

Collectively, the U.S. payments industry has 
underinvested in security at the edge of the network. 
We have “dumb” terminals, cards and data (in the 
form of static data) in an effort to prevent fraud. 
Now is the time to “get smart,” and the roadmap to 
increased security is utilizing chip technology. Chip 
technology is a secure foundation. It is part of a set 
of solutions to the fraud problem, but it is not a static 
solution. The essence of chip technology is that it is an 
ever-changing dynamic system that can evolve as new 
threats emerge. It is important that we not view EMV 
as a “thing” but rather a toolkit of solutions to address 
payment fraud. Some options offered by EMV include: 

»» �Card interface options  
(contact or contactless chips) 

»» �Transaction authorization options  
(online and offline) 

»» �Cardholder authentication options  
(PIN or PIN-less) 

»» �Card authentication options  
(static data vs. dynamic data) 

The fact that the payment industry is evolving to 
ensure the use of dynamic data is of major interest 
for merchants. If the data changes with every 
transaction and the data cannot be reused, then the 
retailer is removed from the security business of 
the bank. The bank can control the smart card and 
can control the authorization process making the 
process more streamlined and efficient. EMV may 
be the solution, but the main goal for merchants is 
to find a consistent way of dealing with cross-border 
transactions. A standard approach used globally is key 
to helping merchants prevent fraud. 
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The U.S. can certainly learn from other countries 
that have already implemented the EMV chip about 
what we can do differently. For example, when 
using PIN technology, we have seen that it is critical 
for the PIN to be encrypted between the device and 
card itself. That will require a slightly more expensive 
chip to include that encryption, but will ultimately 
be worth it from a cost-benefit analysis. Offline PIN 
authentication at the point-of-sale should also be 
considered so that transmitting the PIN to the payer 
network is not needed and in turn it is not exposed 
online, even if encrypted. 

The U.S. has the most costly payment system in the 
world. The U.S. fraud rate is almost double the global 
average. Seven of the eight countries with the highest 
debit utilization have zero interchange rates, yet ours 
remains at 7-12 percent. 

While the U.S. may lag in chip adoption, it leads in 
fraud detection methods. U.S. fraud rates are not 
out of control and rampant as some would believe. 
U.S. issuers are by far light years ahead of the rest of 
the world in terms of real-time risk assessment of 
transactions. In fact, if a chip account is compared 
with a non-chip account, the fraud balance is twice as 
high on the chip account. So as we consider chip in the 
U.S., think about the power of a hybrid environment 
where we benefit from the fraud prevention of chip 
technology as well as the fraud detection capabilities 
that have been built over the years.
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As consumers adopt mobile applications in increasing 
numbers, cybercriminals have also turned their 
attention to this new technology target. This panel 
explored how the industry can find the right balance 
between convenience and security. 

Panelists: 

»» �John Morris, General Counsel, Center for  
Democracy & Technology (Moderator) 

»» �Deepak Jain, President and CEO,  
DeviceFidelity, Inc. 

»» �Michael Upton, e-channels and Customer  
Solutions Executive, Bank of America 

»» William Gajda, Mobile Executive, Visa Inc. 

»» �Zane Lackey, Senior Security Consultant,  
Mobile Applications, ISEC Partners 

»» Nick Holland, Senior Analyst, Yankee Group 

»» Sam Quigley, Security Lead, Square, Inc. 

Key Points: 
The cybercriminals who have created risk within 
the online world are now turning their attention to 
mobile transactions. It is only a matter of time before 
consumers and merchants see more cyber-attacks 
in the mobile environment. The balance we have to 
maintain is how to best protect against potential 
mobile-based transaction fraud, while preserving the 
privacy of the consumer. 

Consumers are embracing mobile technology as a 
means to conduct purchase transactions.  
As mobile devices and smartphone technologies 
become integral to the lives of ordinary consumers, 
we see that they are looking for more ways to use 
these devices to stay connected and make their lives 
easier. We see that there is also a growing preference 
for using these devices for financial transactions. 

Panel: Securing the Future of Mobile Commerce

by Tim Lundin 
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We have reached an “inflection point” with Near 
Field Communication (NFC) payments. This is true 
when one looks at manufacturers embedding NFC into 
devices, mobile companies embedding NFC capabilities 
in their terminals or companies like Google embracing 
NFC. When one looks at the current landscape, it is 
clear that NFC payments will eventually land at the 
point-of-sale. 

When one thinks about the “mobile channel,” one 
needs to think about it in several different layers: 

»» �As a convenience channel to handle day-to-day  
transactions with financial institutions 

»» �A way for customers to stay more informed  
about their finances by staying connected and 
staying in control of their financial matters 

»» �A way to “spend smarter,” as consumers look  
to mobile channels to help provide them with 
information to make purchasing decisions 

As mobile technology becomes more popular for 
consumers, the industry must find a way to strike  
a balance between convenience and security.   
As consumers move beyond just using their mobile 
devices to access financial information and actually 
use them to conduct transactions, we need to ensure 
they are confident in the security measures of those 
transactions. Otherwise, they will be much less likely  
to use their mobile devices for commerce. 

We are seeing consumers move from eCommerce 
to m-commerce. This will only continue to rise as 
smartphone technology continues to rise in the 
U.S. These phones allow for rich browser- and 
application-based experiences and allow for more 
complex financial transactions to be completed. 

We are also seeing a drive for mobile peer-to-
peer payments. The explosion of social media and 
connectivity that mobile provides lends itself to an 
environment where peers can conduct financial 
transactions. 

The major difference between desktop transactions 
and mobile transactions is with desktops; the concern 
has always been with application security, while 
consumers’ top concern with mobile devices is privacy. 
There are also two major concerns with the use of 
mobile devices: 

»» What information is being leaked out? 

»» �What information is the device actually  
collecting from the user? 

As of today, the greatest threat to mobile security 
is the “apps.” For example, one popular mobile 
application, “Angry Birds,” had roughly 6.5 million 
downloads last year. It has recently been discovered 
that the app has access to a player’s address book. 
There are millions of applications being downloaded 
every day, and for most of them consumers have no 
idea what hidden capabilities of data mining these 
apps have. Without a better process of monitoring 
in place, the m-commerce environment is more 
susceptible to fraud. 

The issue is not just about mobile payments; it is 
about the consumer perception of mobile payments. 
How the industry introduces the concept of mobile 
payments and alerts consumers to the potential security 
risks is important. We should not ignore the benefits of 
conducting public education campaigns about mobile 
commerce for both the industry and merchants. 
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For the first time ever, Visa Inc., in cooperation 
with Chertoff Group and Bipartisan Policy Center, 
hosted a live data breach simulation. The event was 
intended to show a 360 degree view of what happens 
when millions of payment card details are stolen by 
cybercriminals and the ripple effect this event can 
have across the entire payment processing chain and 
around the world. The resulting discussion examined 
the unique supporting roles of the private and public 
sectors, as well as law enforcement, and offered 
summit attendees a front-lines view of a mock attack 
on payment card data systems. 

Participants: 

»» �General Michael V. Hayden, Principal,  
Chertoff Group and Former Director of the CIA 
and National Security Agency (Moderator) 

»» �Joe Majka, Global Head of Cyber Security  
Investigation, Visa Inc (Payment network role) 

»» �Bob Russo, General Manager, PCI SSC –  
(Security standards industry association role)

»» �Scott Lancaster, Director of Information  
Security, Starwood Hotels & Resorts Worldwide, 
Inc. (Merchant role) 

»» �Tom Humphrey, Fifth Third Processing Solutions  
(Acquirer role) 

»» �Nicholas Percoco, Senior Vice President,  
SpiderLabs at Trustwave  
(Forensic investigator role) 

»» �Bob Shiflet, Global Fraud Prevention Executive,  
Bank of America (Issuer role) 

Panel: Cyber Data Heist Simulation 

by Tim Lundin 
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»» �Shirley Rooker, President, Call For Action  
(Consumer group role) 

»» �Pablo Martinez, Special Agent in Charge, Cyber  
Crimes Unit, U.S. Secret Service Headquarters 
(U.S. Secret Service role) 

»» �Tim Muris, Former Chairman, Federal Trade  
Commission (Federal Regulator role) 

»» �Thomas F. Reilly, Former Massachusetts  
Attorney General (State Attorney General role) 

Overview 
The fictional simulation brought together 
representatives from across the payment processing 
network including: a merchant, financial institutions, law 
enforcement, a card network and others. All of these 
organizations must work together quickly to identify 
the vulnerabilities that led to the theft of information on 
millions of credit and debit cards and to decide how the 
security breach could have been prevented.

In this fictional scenario, Visa asked former CIA 
director General (ret.) Michael V. Hayden to assemble 
an ad-hoc Emergency Crisis Management Team 
of experts from the private and public sectors to 
formulate a response to the crisis.

Initial Meeting of the Group
Several issuing banks began to see fraud on cardholder 
debit accounts, including PIN fraud at ATMs. Visa 
investigated as well and working with issuers was able 
to identify that Universal Megastores was the common 
point of purchase. 

Universal Megastores’ legal counsel advised its 
management to take a very cautious approach and not 
discuss the incident publicly until a compromise has been 
confirmed through a forensic investigation. Universal 
Megastores engaged the U.S. Secret Service as well as a 
forensics firm to begin investigating the incident.

The U.S. Secret Service sent a team to Universal 
Megastores to look into the situation and determine 
if a criminal investigation should be opened. The 
Secret Service commended the company for engaging 
law enforcement early in the process and indicating 
it is willing to pursue a criminal investigation if a 
compromise is found. 

What Can We Do? 
In addition to stopping the breach itself, the next 
priority is always to identify the vulnerable cardholder 
accounts. The more quickly the breached entity 
can identify the compromised accounts, the more 
damage financial institutions can mitigate through 
enhanced fraud monitoring and/or reissuing cards. 
Visa manages a process called “Compromised 
Accounts Management System” (CAMS) for sharing 
compromised account information to issuers as 
quickly as possible.

Universal Megastores management was concerned that 
the CAMS process might prematurely identify the retailer 
as a compromised entity before the forensic investigation 
had confirmed a breach actually took place. However, the 
CAMS process does not identify the breached entity by 
name. Visa provides issuers general details and the type 
of fraud issuers have been reporting.
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As the forensic investigation progressed, it became 
clear that Universal Megastores suffered a significant 
data breach. The retailer decided to come forward 
and disclose the compromise publicly through a press 
release. The news was widespread and resulted in a 
significant drop to Universal Megastores’ stock price. 

The retailer struggled with the decision to go public, 
but decided that transparency was the best approach 
in a difficult situation. Given the extent of the rumors, 
the intense scrutiny and disparate state notification 
requirements, management decided to issue a press 
release. Although there was a great deal of negative 
media coverage, it was an opportunity for the 
company to communicate that it is taking strong steps 
to remediate and accept responsibility for the situation 
and that its focus is on protecting its customers.

Forensic Investigation Findings
Although Universal Megastores validated compliance 
with the PCI Data Security Standards within the 
previous year, it was determined that a newly installed 
eCommerce application to improve online shopping 
was improperly configured. As a result, a hacker was 
able to exploit the vulnerability and gain remote access 
to the system. While PCI compliance validation is an 
important exercise, it does not end with the annual 
audit; PCI compliance must be an ongoing process, 
especially when system upgrades are made that may 
impact the overall network security.

The forensic investigator determined that once 
the hacker was able to gain access to Universal 
Megastores’ global system, he released a virus 
application called “SHERLOCK” which was able to 
locate and capture account information and PIN 
numbers for millions of customers.

How Government Is Reacting
The U.S. Secret Service opened a criminal investigation 
and determined that one of the IP addresses used by 
the Universal Megastores hacker was used in another 
investigation. Linking the two cases, the Secret Service 
was able to engage international law enforcement 
partners to locate a suspect. 

The Secret Service was careful to work with the U.S. 
Attorney General’s office to engage the Federal Trade 
Commission and encourage the agency to hold off any 
civil action against Universal Megastores until after 
the criminal investigation had progressed.

Eventually, the Federal Trade Commission fined 
Universal Megastores $10 million for being responsible 
for the security breach. Universal Megastores also 
agreed to pay an additional $20 million to settle 
claims brought against the company by several state 
attorneys general. 
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Conclusions
»» �In many respects, the payments industry has 
done more than any other industry to safeguard 
sensitive information in its care. However, there 
is still room for improvement. Communication is 
critical, despite sometimes conflicting interests. 
Information sharing must be swift to best 
respond to compromises and protect consumers. 
Likewise, cooperation and collaboration cannot 
only help limit fraud, but also the breached 
entity’s overall liability.

»» �When an entity experiences a compromise, it  
is a mistake to try to keep it hidden. Eventually,  
it will be discovered and the consequences could 
be worse when the company is not forthcoming 
or cooperative.

»» �Responding to data compromises is extremely  
complex, with many different considerations.  
The issue is not just about fraud loss, but also 
about brand, reputation and consumer trust. 

»» �PCI compliance does not guarantee security.  
However, achieving compliance can bring an 
entity much closer to being secure enough that 
it can either prevent a breach incident or limit 
the impact.

»» �There should be a consistent, national standard  
for consumer notification. However, we have 
to be careful that notices do not become so 
common that people ignore them. 

»» �There is always a human face to the issue of 
data compromises. Even with zero liability, 
people suffer from financial inconvenience,  
lost time and stress. 
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